S04 wE Axde B AR Aa Aol f3tel, 22 Al AR A Aol 7 (ECU; Blectronic
Control Unit)®] 7} F538kaL givk. ECUw E843 SA1E $l84 A=k4- Wi+ U/ EY =2l CAN(Controller Area
Network)& o] §-00), ST CANS 714, F44, A2 Alel, Q23 2:& wat vl ze] wejsiA) ehe Az A7)
B317] e, A7} MEAZe) A Astel WAAE EAAG FUT 4 ek oFAAe WA oL A

T T
A2 2 FeAe] e AAE FAFE R 5 o]l FZele FUE AAAE A A7 A A Alzd
(IDS; Intrusion Detection System)ol] W&t A7} W& ghetl. 53] #Toll= Al(Artificial Intelligence) 714-& o] 43

IDS7} b= Al ek 2y AldE s 7SS 54 34 dole el dste] BrtEv, 7 7ell ti3t '] Aol
FAH HrtEd=AE Falsh] S8 Hrb ZH I arE A58 Aselrh wjebd £ =ell A= machine learning/
deep learning®l| 7]4ks}e] Ak 2458 IDS 57HA1 & AAslaL, 718 370E dlo|g|Als o]-&-38le] Ak 71 & o
& wla 2 ke ARtk 34 dofedldl= CANG| WAl 471 34 F¥o] £3so] 9lon, Frer &
=iedlMe HAA 7] 3 G483 T4 K3 At & FA e @A A5S Frkeih

.M 2 Ao ATsH] CAN wAAE EA A 74T >
otk WEA <l 34 Al EE 20159 CMiller 52

#HZ A A A= Akl defe FAL 2 Jeep Cherokee *}2ol| sl t]~Zdo], By
70 sisted Al 4w Az, AR AT AP o)z A se) AAew AolHdri2) A% 2
oA Sel A s And S AR A + Tencent®] Keen security labollA] ®|&2} wdlo]
wghet, o]2igh 4 Hx Al~ES AFsh] $lsA= w7 5}

autopilot 7|58 23} ojg] 7|59 HH S

aleke- AxPH o g Aojslr] $)8F ECU (Electronic
Control Units)9] 7|7} Z71sta glod, T vF
#peke] 749 <F 70712 ECU7ZF §HAl=Eo] sl Ao
odefx ik FH-E BECUZ} 24222 BAlshy] 93]
A 19931 1SO 11898 FF o7 Aoy kg Wi

UESZ & & ZFF<2 CAN (Controller Area
Network)S AR&3H1]. 3|3k, CANS 19869

bosch Atel] &&f 7iE wf Bel WAYSo] 12 E ]
okofrt webA 71EA, A, QdF H AHT Alefel] o
gt EA7F ¥-5317] witell okeH el FARE WESY

3L AR AlelEksit3.4].

ole]gt ote A}l HF F4lS ©A|3l] 918 vhekdt
Het R0 e 9lew, 1% CAN ¥AJA] 7]
uh xlekg Al =] AJxElal Automotive IDS
(Intrusion Detection System)ol] W&+ 177} &3] 21
=1 Qr}5]. 53] # el machine learning=}
deep learning & 12]5-S &4 IDS7} o} Algks 2
sick 3R AljtE= e

ghalo] Hrlea 9lom, FHE do|gAlE o834

o A AR 34 dlolE Ag o] gakt ASE B

pi

sk FRAY

20219 AN |EA EEA S AR ARFA]EH 1Y 248 ubo} £38% A7 (No.2021-0-00111, Al

sl Sz e ol (eI, axolotl0210@gmail.com, Z5 hyojin jo@ssu.ac.kr)
s AR Fofeke] (A, ys jeong@korea.ac.kr)
3



8 AL o] 83 Aeg H) B

uH T

| A8l gk H7} Zesla

o}, upebA] AlgkEls 71 Eel diste] FAEA vl 3
7¥at ol 7 ZH e =) 2 8sh, £ el
= 3705 dle]glAlell 7]ukst IDS b =]l =0
tha Al Qkgicl.
B = 7Y xe okge 2ok
¢ machine learning ¥ deep learningel 7|4k} 57}
Z]9] Automotive IDSE 4143}, 3= IDSIA]
Ak RAES A 53t FA el og ©A
& 7A5geh =8k 7 IDSel W3l binary
classification®} multi-class classificationS 3
gt
o /N HlolEAlE o] 43 Hr} ZH YA E Al
akslglon, 71E 47119 AR ofhEt CAN
HAIA] 7] 35S &85 FFol sl Hrigke
2 7]Eol AF=U" Automotive DS gk
A S HofEr)

B =1 AL oeF A 2% elA = w AR
e ol Hs] AHsta, 3AeAE CAN 34
vele 2 AA= machine learning® deep
learning 714k Automotive IDSel =&l H7} 2
vl sl Hrh Ze g ael s AR 434
= i dlelel Al b o2 AAkgE 34 HolE]
A& o]gate] 3AtelA ANE IDSel tiste] Hr1sk
t} v o2 5A A RS W

CAN ZZEZS 19861 Robert Bosch Abol <]}
W] 9l e m[6], bus Hefe] B4l FE2E ECU 7+
28749l dloly A& 28t} CAN buse 7
N mPA FxE5 o] §38l=dl ¢]= CAN-H(high)2}
CAN-L(low)2 A 2|=|v, F 419] At Aol & o] 43}
of H|E 03} 1& %3& 5 givh. CAN-H9} CAN-L7}
7F 3.5vel 1.5Ve] Asks 7AW Aske] Akeli= 2.0V
ojielvl ol HIE 05 yiERiIrt W, CAN-He}
CAN-L B 2.5V AskE 7HAH Ase] Aol= $iA
3, o] H|E 1% vehich 2gkAE o] 438 v E
B4l CAN bus7} AHgoll Aagt A& 7IxA &
o} w3 CANS FA)o 4= CAN dlolg =¥

SOF D RTR | IDE | R DLC Data CRC ACK | EOF

1 bit 11 bits 1bit | 1bit | 1bit 4 bits. 0-8 bytes 16 bits. 2 bits | 7 bits

(22 1) CAN data frame2| #+=

aloll i3l arbitration® FL|E AL Eal v A#]2
A4=215 sl & arbitration ZEE A&
H A2 7} B =2 A E 7RI

2.2. CAN H[O[Ef =g

CAN 2.0 ZEREZS CAN ID ZHold ulz}
11bits IDE 7FA]+&= CAN 2.0 A, 29bits2] 4= ID
= 7}A]+& CAN 2.0 B2 o] A 9%ltl CAN data
framed] el 23 13} o, 7 H=of gjgk A

" ot Ak

e SOF(Start Of Frame): CAN Z| 2] Ajzh&
ehyl

o ID(Identifier): CAN ®A|#] $-A5$15 AH3sl7] ¢

g} arbitration ZE& A}14-3

RTR(Remote Transmission Request): 471]¢] CAN

=H ) ZHF (data frame, remote frame, error

frame, overload frame) %, o] Z#HJS A18-35}

=4 e

IDE(Identifier Extension): CAN 2.0 A/Bell ti3&F

HEE e

R(Reserved): R-2 of|eF H|EZ CAN 2.0 B2 9|4

AHe-E

¢ DLC(Data Length Code): Hlo]&] Zx=2] 7} o]
5 e

e Data: A48t} k= AA dlold] 3h& 7FA AL sl
o, FHd 64bits(8bytes)E 71

® CRC(Cyclic Redundancy Check): CAN dHlo|E] =
Alell HEt =3 5 A s A

o ACK(Acknowledgement): ©lo]E] Z#H o] A4
g A5-F YERd

e EOF(End Of Frame): CAN Z#H 2| vix|e& o}
ehd

2.3. CAN HAIX] M& 7€

ECUSIA %53 CAN wlA7] 43¢ A
F714el wet 37FA 2 E5Eh 2™ 29 (a)= S
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01 fo 01 fe 01

Time
(a) Periodic ¥ A]#]

(b) On—Event WA

Time

Time

(c) Periodic and On—-Event WA #]

(22 2] CAN HAIX| ME 7Y

TLE AT AolE Za FUIH R AfH= F]
WA A (i.e., P(Periodic) WAA)E HoFrl 17 29
(b)= Aol 54 7155 EA3EE Ao oWE

Aoz Jveptes 8714 wAA|(e., E(On-Event)
HAZ)E o vlghet. v e R, 7] W A]#] ¢} w]F
7134 v A1x]7} &35 PE(Periodic and On-Event) ¥
AR EARI, o 29 29] (95} o] F1Ae.
£ AR A S UE M A
o AV A A
48 AKich QAo R oMEL SRS B <
S5 9] o= WA 5, o
e Az Aole 239 Aol 9l A

SATHT]

2.4. 7|& Automotive IDS TJ} =3

e

o= 7]E Algksl Automotive IDSe]| T
g b Za ezl el aofgiet 712 Wb =
# 9 $] =52 machine learning 2 deep learning®ll 7]
Wk DSl FAS 23 Aol ohd FH(eg. ID
Sequence, Timing Interval, Hamming Distance, etc.)
of 7Iukk IDSE5 $5= F7fska 3l

P. Agbaje et al.[8] H<]] ®A] A|2HS
22]E £57E5 37 Timing, Statistical, ML (Machine
Learning) &2 -3, AlFAQl 15709 Lare| 5ol
s Hrigtel BE daE|Fel gk d3H <l Fr}
£ $l3s] DoS(Denial-of-Service),
Spoofing, RPM Spoofing¥} 72 479 E72| 34
o] %385 Car-hacking Hlo|E] DS AF4-3ic}, L]
Zoll wpet Zb FA | 3t & AEwo] Aol E HF

9 ¢

Fuzzy, Gear

1) https://ocslab.hksecurity.net/Datasets/car-hacking-dataset

seom, 2318 aelze] H4ol me} FAsigch
FHEAog MLI Statistical FH F shial
Graph-based 297} zro| WA 2] 7ke] A E 83}
= ¥¢azE]Ee] CAN bus AbellA A ghslelar sl
o} dd AFelA s AR A TR A"l e
dae]Fe] sBdE wf, Car-hacking HlolE] A& o4
ato] Aes W7k Ve Hrk daeEEatel
A vlas FAE 5 Qloka AEsiei

D. Stabili et al.[9]
Entropy, Hamming Distance, Missing Message < 4
M| etme]Zel| tat Brte s} gﬂy}é B
Hlo]EJ Al Replay, Fuzzing, Disruption > 2 & 37}4]
T4 W3l Volvo zbegellx] a]atsict. s wlol
Aloll tgk 37} 43 A3}, Message Sequence U7
Zol B T4l Haf dd Aes 7 IRl

aL glekar g7bekelch

Message Sequence, Bus

. "o =33

A= BoE=FlA AgkslE Automotive
H7F = = el ArstesE gl
| ol ] Aol 34 Ate] e

H,
N
-~
K
=
0o =
o,
2
ol

3.1. 34 A2l

CAN Z2EZd] tala] 7]2e] otejzl 24 7y
& Flooding, Spoofing, Replay, Fuzzing® 2 % 47}
2|2 FAE ] gl & =iellA= PE 345 3718t
gom, 7k A 712 ofefel Rt
¢ Flooding ¥-4: 234 AF4-¥l= CAN IDXEt} o

=& $4<49lel CAN #WAA(e.g, CAN ID7}

0x000¢! ] l%l)% oz Feldhe 34 W,

. Spooﬁng >4

1

* Replay &4: A=FellA] AiH oz galstar 9l
CAN EdES +98 T, 22 o P8
37

¢ Fuzzing 3-4: 7294 322 A CAN HlAA]
2 el FsHE 2 eI, oA 28 7



Step 2: Measurement and Evaluation i : Step 3: Reporting

Data Preparation | i

Train
Dataset

Model

[

oy !

Save model E H 2
H

- '

Preprocessing

Output !

Evaluation
Metrics

based IDS

Vi
i 1 [ Machine Learning

Deep Learning
based IDS

[} = = A
o ¥7-L Spoofing 342 dFo 7,
JA7F £35 CAN HA|A]E o]
]

ol Flst= 34 Wl

aokg] o]AL AR }\Lo] uL/\BsL Eas 0)o.
P

3.2. AAH FME

Automotive IDS®l tt H7} Z#)$=2] A 2H]
TAEE a9 33 zow, Data
Measurement and Evaluation, Reporting®2 3 37}
Z wAR AAEe] glek A WA 2= Data
Preparation® 2, IDSE H7}& o] A48 dloJel &
TR F7E Al A dle]eAlS HEHg F

WA w79l Measurement and Evaluation % A WA
Al

Preparation,

35}
7].L é“ - —147}5]-‘31] train3} test A 02 :IL%Q_E}.

rﬂ“
Hj
o,
1°é
T3 e
?Té
ok,
X
N
N
_—&_Y‘i
T
('D.I.;
S
-Li
Zimz
flo- oy,
':;_EL
=8
SR
_w“
o —
4 2 o o

test fﬂ 1 W% 019%}31 Hq7b A%
ebAE A
2 = 7 ‘ﬂdﬂﬂ Al A H7} A % E

g3to] mele] A58 Hriek AdE =E5A "ok

=
o
[}
=3
=]
OQ

3.3. 1 EtH|: Data Preparation

Automotive IDSE H7}3}7] ¢34 HlolE & 44

s dloledlo Watshs HHE B4He sl

v, 2}2ke] OBD-11 ZEE £3 CAN EfHS &5
AE et HolHE 34 *MEIRJ} Hked = A] o
= A2 dlelEl et 34 Aot whd" 34 dlo]
elol 3l #3381, CAN w XA nic} AAkel=] 24
A #el& 7‘417} 71915 o] Qlefol gheh FrbH o
2, W7h g o #oAE s, AT dele s
A A&k -‘%‘7} Aol A dleleAl e W dhsle= 34

JHAE FEHET Frh A i}a;z 8 CAN
Ede A Sska dele o unslel 3
34 Aele

oWl thAo| A= Automotive IDSOI| AH&-d wwlS-
FFA7L oS B7FekH, traind test FH R o]
. Data Preparation ©HAol|A] %] & 7}
Fdlo]EAlS traind} test I ol 2A wloEl S
?—/HE] tﬂo]]:;]/u]_o_ o]B-—Zs].O:] vt}_tg 6'!‘-/5— E_i /KE’]
o5 W7heb] S8, & =elAlE 57HA 9] IDS md
(i.e., 1712] machine leammg 714k IDS®} 4719 deep
learning 7|WF IDS)¥ ¥ 7} AxE AAsHch
ol HollM= AAe Al 2} 7} 23zl ds)A]
At s g}
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3.4.4. Al 7|2t Automotive IDS
3.4.1.1. Machine Learning 7|4} IDS

O. Minawi et al.[12]<> machine learnings ©]-8-g
Automotive IDSE A|gtstd o, 37124 AZe
TA=e] 9lrh. A WA= CAN Message Input Layer
o|m, CAN busZ4E CAN vAAE FAlsta,
featureS AT} features A3 $l8l, CAN
data frameoll 4] hexadecimalql ID$} Datas decimal
2 W3kl AAE A S stk F A=
Threat Detection Layer®, ©|A wAo|A] AJAdst
feature®} machine learning & 12]&2S o] &-3}e] F41
& AL AR BAUA RS e S
gt} sld 7= 471419 machine learning %128]
Z(i.e., Random Tree(RT), Random Forest(RF),
Stochastic Gradient Descent(SGD),
(NB))2 AHg-3tgie). 4l W& Alert Layero|n], <4l
g HARy AR Aekg e, A3 odsE AA

sol SRR dTE A ST,

Naive Bayes

3.4.1.2. GAN 7]4} IDS

E. Seo et al.[13]-> anomaly detection ¥-oFollA]
2 AMgE= deep learning d1E|E F shiel
GAN(Generative Adversarial Network)[14 o] 83}
o] GIDSE E#:= Automotive IDSE A|glslgich.
GIDS= 27FA 9] &7 mule] Exjslr, A W =l
2 710l IR FAE ©A|5= discriminatore] 3,
T HAE AR B AR FAS A 9
g mdz FAE ik s dFellas F 2Ele|
AH-E inputS AAS}7] $19] CAN data frame®] ID
= 014‘3—5]-93\‘4. ID"t} one hot vector encoding 2]

< A43 ¥, 2D grid A 22 A ZH image
2 Wsksls AAE FAL Sdg) Z HA 2l
Az A dole el el e H4E Fad
real imageE A & S 1mager] spatial
correlationS et = 8 shpaloinh F WA & =
W2 k82 A3 noise s real images} wi-$- ¥] =
gl fake imageZ AT 4 UEZE generatorE O]
3}, real image®} fake images TEI 4 3

.
A=
discriminatorE 5A7Ich HEA o7 4 T

:éikﬂ o

9] discriminatorel] t3] EA JAAZS 2AsHA F

2 AR S "R 5 A FHel
3.4.1.3. DCNN ~]4} IDS

H. M. Song et al[15] o]"|A] E-Foll =2 A
=+ deep learning & 28]Z& 5 3h}el DCNN (Deep
Convolutional Neural Network)[16]&  ©]8-3}]
Automotive IDSE A|ots}ldc}. e Aore mdd
9] inpute A4317] 918, CAN data frameoll 4 IDE
A5ttt Frame BuilderZ 28]+ A& a4
inputs A4S F=wl, i dTelAe 2979
CAN A5 71522 hexadecimal®]l IDE 29bits
=719 binaryZ W3 ZH 29 x 29 HE|Ql 2D
AAstch mde] A
Inception-ResNet Z@ll[17]¢] o}7|dA & A4 2 A
Aoz inpute] 27|15 Folw wdel zlelvE
5 &9l 7J=3}¥ Reduced Inception-ResNeto]|2}=
2dS A, i 2l Heolgo] A%l dl
olE] Mol w3l Frame Builder® 2D grid frameS A

grid frameS

A3 & |9 frame?] spatial correlation 532 dh<r
stef, A e 34 WAAE R Fo

3.4.1.4. LSTM 7|8} IDS

M. D. Hossain et al.[18]2 A|A|d dlo]g] o]
F2 AM$-EE deep learning LE]E F shal
LSTM(Long Short-Term Memory)[19]S ]85}
Automotive IDSE A|ets}9l o], 27} ] A|AElo R
TA=]e] itk A WA= Attack Verification System
o7, 34 AN duEEs 8 T4 dlelHls A
Ak}, F HAE DS, CAN busZH-E CAN W

G Alste, A WAL 2hee Bu
A4, A3 Ae Agel Ak Dsel s 99,
CAN data frameslll ID, DLC, Data® F&3lx
Datag byte 2 s o2% F 10709 feature s
MAsteIth hexadecimal?l ID9} Datat decimal =

W33}, DLC7} 8bytes Rt} 2R 7J-$-o| &= Data'
1o Agssleh A ATelE 27

LSTM ®d$ o] 83le] CAN WA A& HFalelom,
oJ2] 7}A] hyper-parameters AH o2 A9 &
SRR DR PCEE,



12 ATE o143 A%8 39 B2

T H T

| Alewlell egt 37} ZH =2

3.4.1.5. MLP 7|8} IDS

F. Amato et al.[20] deep learning ¥i2e]Z4l
NN(Neural Network)<} MLP(Multi-Layer Perceptron)
< o]&3te] Automotive IDSE A|Fstsl o, 3714
HAZ A el A WA @Al Descriptive
Statistics®, CAN data frame2] DataE hexadecimal
Q1 Zhell Al decimalZ WH3HgE 5, A= 34 w4
7te] RE Aol E A4 BN FA WA A4S
spetstedch. F WA = Hypotheses Testing©] ™,
A3 A wAA ke el ds s AR 71
(i.e., Mann-Whitney, Kolmogorov-Smirnov, Wald-
Wolfowitz)s ©]-&-3te] 71de] F3AS ASech Al
A A= Classification Analysis @, NN} 2] 7]
°] MLP 29S AAsta gk & 7F mdde] 34
WAAE ek} EgHor SAsteA Wrlgow
# A4 ude wF ek,

342 7l X|E

Qkx] ™3k Automotive IDSE2] A5 H71slr)
$18l A% (Accuracy), HHXE (Precision), #&&
(Recall), Fl-scores ZA3I3c) Adme= AA A
2ol 4] A WA 2] Q1A A WA A A A& o
3 v &S gt AEEE FASE A58 H
AlAellA] AA FA AR vle-S ol Ad
= AA FA AR AgsA FA wAA R
=3 v]&-& 9m|gt) Fl-scorew= AHE9} AH &
3 iEs

el 23k HTL Avistel, A AEEE AT
KR

A _ TP +TN a
Y = TP Y TN+ FP + FN )
L TP
Precision = TP L P 2)
TP
Recall - m (3)

Precision X Recall
— =92%
Fl=score =2 Precision + Recall @)

AR 2 B73 & vl FP (False Positive):=
A W AR5 FA v AX| 2, FN (False Negative)+
A WARE A AR R RS S o vlgit)

=
=

=
=

3.5. 3 2|: Reporting

upz|Eko 7 o]l wAlolAE Measurement and
Evaluation $A¢l4 "3 Automotive IDSE
of &l B7} AFEE o83t 7 mule] AHeE Hrt
g AE =&s "o 229 29E e, 4 =
g 7ke] AT vnE Fo2H A9 IDSE el

% slet.

v. &g o Zo

L

o[l Aol = F7NE dlole] Al PE &4 Hlo]E
S o]&3}o] 571%]9] Al 7|8} Automotive IDS|
3 &2 des sl

= o

Dod

N
>
oo
rk

2 =1olA Aekg Automotive IDSe| gk H7}
291925 Intel(R) Core(TM) i7-10750H CPU @
2.60Hz, NVIDIA GeForce GTX 1650 Ti, RAM
16GB, % AA] Window 10 Proo.2 A% PCellA]
A4S #1383t} machine learning™} deep learning
714k IDSE Nsl7] $14l, Python 3.8 ARE-3}4aL
Scikit-learn, Tensorflow[21], Keras 52| 2}o]Hz]g]
5 Aashst
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4.2. H|O[E{AI0Y CHEt &3

-2]+= Hacking and Countermeasure Research Lab

(HCRL)<l| A

Agsl= “Car Hacking: Attack &

Defense Challenge 2020” H|o]EJA[11]S AF&-3}3it).
d et dlo]E] A2 Hyundai Avante CN7 *}=Fol|A] =}

Hlon, 31804 At

AR a1 BA A%

(Flooding, Spoofing, Replay, Fuzzing 572)% £33}
2 glek 53] alw el Al preliminary} final
roundi A=y 9l=Hl, 25 preliminary?] training

o dolEldo Alge
o2 A1g315ic).

E dlo]Ej4

913, submissions EH| X

F7PHe = PE 34l Hd H7E Adsh] 93

dloTE A&

o]

3
B

o ot & orr

g
i

=
ey
Z]

(£ 1) PE 34 Hlo|E{A

Alzsted ek A2k dlo]efAlel] et A x
3 13} 2k PE FA0] $AH 27 18 42} Lo
, ©]== Car Hacking dlo]E]Ale] 315 A= 743}
g7dolct. wlebA Car Hacking HoJE{AlZ

15 o] g3l PE w4l dislA] ghA g

The number of CAN messages

43. 4

ot

2

Automotive IDS® gt A &3l Hr1E s, 2+
Zdlol] o3l binary2} multi-class classifications >3
e 27kA] RdE FEI APS A&k
binary classification-> normal =+ attackell t3}e] 2
7] EFE Z133k= 3, multi-class classification
2 5714 class(normal®} 4712 274 Azl el o
g FRE A =3 HrlE= IDSEY o F
== 37 HE]‘H A 2871 wlmell AAEe] AA 7
= o] HF7}et o A3k dlole| A3} I}
o] i3 sS4
T3 o=
Random Tree 4l Decision Tree (DT)E AH4-3}%1

o

o1 gste] TH ¥

5] machine learning[12]<

43.1. MAAEQ! Automotive IDS M5 H|w

3 2= A= 5714 Automotive IDSel| tHaF H7}
ZA3}olt}. Machine learning[12]el+ 470(DT, RF,
SGD, NB)E] darE|Fe] Etule] 917 wtel o] &

Dataset 23t & 871¢] machine learning ¥ deep learning
Normal Attack Total wdlo] T«H?ﬂ' 7} AxE polzch AxAe md
PE Attack 1 168,314 249 168,563 binary 9} multi-class classificaiton Z5<|4] Random
PE Attack 2 | 201.670 | 477 | 202,147 Forest &Lle] 7} 0.99, 0.96°] Fl-score® 7H4 32+
BAES HolFglt) v, Naive Bayes ¢8| 39|
PE Attack 3 236,841 258 237,099
binary classificationol| 4] 2F  0.66, multi-class
(# 2) Car Hacking Gllo|E{Allof| CHEE 2+ =& EHX|] Zmf
Model Accuracy Precision Recall Fl-score
DT(12) 0.9689 0.9278 0.7629 0.8373
Machine RF(12] 0.9983 0.9938 0.9909 0.9924
Learning SGD(12] 0.9473 0.9929 0.501 0.666
Binary NB(12) 0.9464 0.985 0.4668 0.6605
Classification GAN(13) 0.757 0.7773 0.756 0.7665
Deep DCNNI(15] 0.7433 0.7156 0.7629 0.7385
Learning | LSTM(18) 0.9712 0.9976 0.7269 0.841
MLP(20) 0.9494 0.7681 0.7419 0.7548
DT(12) 0.9685 0.9542 0.9685 0.959
Machine RF(12) 0.9759 0.9587 0.9729 0.9632
Learning SGD(12) 0.9549 0.9267 0.9549 0.9402
Multi-class NB(12) 0.8195 0.9254 0.8195 0.8673
Classification GAN(13]) 0.7116 0.7033 0.7166 0.6102
Deep DCNNI(15) 0.6409 0.6176 0.6409 0.6209
Learning | LSTM(18) 0.9718 0.9593 0.9718 0.9588
MLP(20]) 0.9488 0.9413 0.9488 0.933




14 Al

o83 Ak As) TA) Alzglel o W7} x| =

classification®l] tHajr= <F 0.619 Fl-score® <
HA S-S RoFh

432 274 AlL}2|2 9 Automotive IDS L7}

ZA3}5 WolFEr} Flooding
MLP[20]5 A|9]gF -39 melEe]
Fl-score7} ¢F 0.99 o]Ato 2 £ ©x] A5&
Ztl, 345k, Spoofing
A9l wAa) Eahe AL 4 ok
ol Hoks v, " ¥4 Normalo| Replay 2
Fuzzmg THO T QEH E]-

7s& Aletsr] S1EA 7
]

_,d
32

Spooﬁng

(

kHI

4) PE 3Zof chst 2=

o gx) 23}

DCNN[15]¢]

Aa}7] el ALF Holw, Fuzzing 37
71 kel ©x]8-& 2ot
PE 2700l dldh wdEel g 2ohe

PE Attack

Precision Recall Fl-score
DT(12) 0 0 0
RF(12) 0 0 0
SGD(12] 0 0 0
NB(12) 0 0 0
GAN(13]) 0.2539 0.478 0.3316
DCNN(15] 0.0461 0.7679 0.087
LSTM(18]) 0 0 0
MLP(20) 0 0 0

Fslhsdck =3k, dl3-82] IDSE°] Replay 34% o

4%} 7o,

o} ﬂ wol ¥4 wA= 7} o, % 1o 3715 3709 dlolef Mo gt AFE
o S GRE W AL AANGL o, Sl F W Zelch GAN[IIS DONN[ISIE AT el
Spoofing 37 °] Replay\} Fuzzing 323} 8|3 & 8 RHlEL PE FA4S ¥ L3k S & 59l
Qe A7) dEel flo) e Ao] waEgn 2 o
(E# 3) Car Hacking Gllo|E{Mle] 32 Altz|0] Cist =2 & Etx| 2o}
DT(12) RF(12)
Precision Recall Fl-score Precision Recall Fl-score
Normal 0.9727 0.9927 0.9826 0.9729 0.9976 0.9851
Flooding 1 1 1 1 1
Spoofing 0 0 0 0 0
Replay 0.6477 0.193 0.2974 0.7201 0.193 0.3044
Fuzzing 0.8416 0.9951 0.912 0.9668 0.9993 0.9828
SGD(12) NB(12)
Precision Recall Fl-score Precision Recall Fl-score
Normal 0.9576 0.9934 0.9751 0.9563 0.8397 0.8942
Flooding 1 1 1 1 1
Spoofing 0 0 0.0248 0.3144 0.0459
Replay 0 0 0 0 0
Fuzzing 0.701 0.5524 0.6179 0.7014 0.5174 0.5955
GANI(13) DCNNI(15])
Precision Recall Fl-score Precision Recall Fl-score
Normal 0.6244 0.9991 0.7685 0.7569 0.7341 0.7453
Flooding 1 0.9998 0.9999 1 0.9997 0.9999
Spoofing 0.9846 0.0069 0.0137 0.0592 0.0027 0.0051
Replay 0 0 0.2529 0.3504 0.2938
Fuzzing 0.9538 0.8277 0.8863 0.3725 0.6696 0.4787
LSTM(18] MLP[(20]
Precision Recall Fl-score Precision Recall Fl-score
Normal 0.9696 0.9999 0.9845 0.9699 0.9739 0.9719
Flooding 1 1 0.6892 1 0.816
Spoofing 0 0 0 0 0
Replay 0.8745 0.0318 0.0614 0.6585 0.0676 0.1226
Fuzzing 0.9972 0.9808 0.989 0.9924 0.9811 0.9867
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